
Exponent 
Tab  Z 11*

^ 0 1 2 3 4 5 6 7 8 9 10

1 1 1 1 1 1 1 1 1 1 1 1

2 1 2 4 8 5 10 9 7 3 6 1

3 1 3 9 5 4 1 3 9 5 4 1

4 1 4 5 9 3 1 4 5 9 3 1

5 1 5 3 4 9 1 5 3 4 9 1

6 1 6 3 7 9 10 5 8 4 2 1

7 1 7 5 2 3 10 4 6 9 8 1

8 1 8 9 6 4 10 3 2 5 7 1

9 1 9 4 3 5 1 9 4 3 5 1

10 1 10 1 10 1 10 1 10 1 10 1

Multiplication 
Tab         Z11*

* 1 2 3 4 5 6 7 8 9 10

1 1 2 3 4 5 6 7 8 9 10

2 2 4 6 8 10 1 3 5 7 9

3 3 6 9 1 4 7 10 2 5 8

4 4 8 1 5 9 2 6 10 3 7

5 5 10 4 9 3 8 2 7 1 6

6 6 1 7 2 8 3 9 4 10 5

7 7 3 10 6 2 9 5 1 8 4

8 8 5 2 10 7 4 1 9 6 3

9 9 7 5 3 1 10 8 6 4 2

10 10 9 8 7 6 5 4 3 2 1
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8 1 8 9 6 4 10 3 2 5 7 1

9 1 9 4 3 5 1 9 4 3 5 1

10 1 10 1 10 1 10 1 10 1 10 1

Discrete Exponent Function - DEF: x 0 1 2 3 4 5 6 7 8 9 10

2x mod p 1 2 4 8 5 10 9 7 3 6 1

0 1 2 3 4 5 6 7 8 9 10

1 2 3 4 5 6 7 8 9 10 1
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C.5.3 Finding generators.
We have to look inside ZP* and find a generator. How? 
Even if we have a candidate, how do we test it? 
The condition is that g is a generator of ZP* which would take |ZP*| steps to check.
In fact, finding a generator given p is in general a hard problem. 
In fact, even checking that g is a generator given p is a hard problem. 
But what we can exploit is that is strong prime p=2q+1 with q=(p-1)/2 prime. 
Note that the order of the group ZP* is p-1=2q. Prime p is called a strong prime.

Fact C.23. Say p=2q+1 is srong prime where q=(p-1)/2 is prime. Then g in ZP* is a generator of ZP* 
iff (if and only if - tada ir tik tada) gq ≠ 1 mod p   and   g2≠ 1 mod p.
                                                          
>> p=genstrongprime(28)
p = 251487959
>> q=(p-1)/2
q = 125743979
>> isprime(q)
ans = 1

>> mod_exp(g,q,p)        % ne 1
>> mod_exp(g,2,p)        % ne 1
Fact C.24. If g is a generator and i is not divisible by q or 2 then gi is a generator.
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